Card Processing Fraud Protection

Main Features

o Issuing & Acquiring

e  Credit, Debit and Chip & Pin Cards
e  Visa, MasterCard, co-Branded, etc

e  Merchant Monitoring & Control

e Local & Overseas Transactions

e  Below Floor Transactions

e On-line Alerts

e  Batch Alerts

e  Merchant Alerts

e  Parameter-driven

e  Strongest protection against skimming
e ATM Acquiring

e DBase 24 ready

e  Multiple EXCLs and INCLs per Rule (MCCs,
MIDs, Countries, etc)

e  Very effective Risk Scoring Engine

e  User-defined Rule/Scoring Activation /
Deactivation, Sequencing and Analysis
Termination Mode

e Knowledge and Best Practice enabling mechanisms
e (Case Management

e  User Groups, work-load allocation, roles and
authorisations

e  Plus many more usability features for Risk Analysts
developed by Risk Analysts.

Technology

e  Rules-based engine with advanced Risk Scoring
e  Oracle back-end engine
e TCP/IP
e ISO 8583 message format
¢  On-line and Batch Loaders
Easy to Interface
PCI DSS compliant
e  Also complemented with other software tools

(such as SafeProc and SafeQuality) to facilitate
and sustain DSS compliance

Effective

Practical

Flexible

Easy to understand
Intuitive to use
Quick to implement
Immediate Results
4-way Analysis

All in one

Proven Engine
Resilient

Robust
Value-for-money
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Benefits - - 1
e  Flexible: Parameter- and formu can easily, ‘and L

quickly adjusted to protect you @N\ﬂe’w types of
fraud
e  Four-way Analysis incl. User-defmed'RJf # ==

and Risk Scenaria

e Quick Implementation: Uncomplicated installation
& straightforward interfaces

e  User-friendly: Easy to learn, intuitive to use
e  Low Risk: Proven track record

Value for money: Short pay-back period (few months,
well within a year)

o Industry-standard technology base: Oracle.
Pro-active Strategy
e Respond promptly to new types of threats

e  Address local (national) fraud

e  Fine-tune the System in time before the next attack
on your Organisation!

e Define your own Rules, Measurements, Risk Groups
and Risk Scenaria

e  Build-up the profile of your customers (for issuers),
merchants (for acquirers, etc)

e Develop seasonal trends and use these to protect you
against such temporal fraud.

Advanced Technologies

¢ Dynamic Intervention in the Authorisation Process
(DIAP)

e  ATM Fraud Prevention System (AFPS)

e  Advanced Risk Scoring (ARS)

Summary

SafeGuard is an easy to implement,
exceptionally effective and best value-for-
money Fraud Detection/Prevention Solution for
small, medium and larger Issuers, Acquirers
and Processors.
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Synectics SafeGuard System
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Value-for-money Effective

Intuitive to use Quick to implement
Flexible to adopt Eas

Please contact Marketing +357 22 780 888 or fax us at +357 22 780 558

41, Metochiou Street, P.O. Box 20020, 1600 Nicosia, Cyprus
email: marketing@synecticsconsulting.com
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