Why is Transaction Monitoring Essential? :

Losses stemming from ATM Fraud are mounting and trends are particularly troublesome""' ﬂﬁ- ﬁ*"
S

ATM fraud losses are burdening the financial industry with a huge cost and anti-skimming device
not seem to be effective protection mechanisms. Fraudsters are becoming increasingly smart and a lot
more patient and selective than even a few years ago.

Recent security breaches at several Card processor data centres resulted in the leakage of millions of
records of Payment Card details which are now available for illegal use. These attacks greatly increase
the exposure ATMs have against counterfeit cards, even with the introduction of EMV compliant card
readers since the deployment of ‘Chip & Pin’ is not yet global and new cards are still issued with a
Magnetic Stripe.

Although the introduction of controls such as those prescribed in the PCI-DSS standard and the
introduction of anti-skimming devices provide significant protection for an organisations infrastructure
against skimmers, these cannot protect ATMs from data loss or successful skimming attacks at other
organisations. Additionally, the sophistication of skimming attacks increases at a pace which renders a
lot of the existing anti-skimming devices almost useless. This is especially true in cases of malware
installed on the operating system of the ATM.

Thus considering the various ways card data can be counterfeited and the huge amounts lost each
year through ATM Milking, an Acquirer can greatly benefit from a Transaction Monitoring solution.
Transaction Monitoring and Real-Time Fraud Assessments can provide an ATM Acquirer the needed
visibility to detect on going fraud incidents in a timely manner and act effectively to mitigate the risk and
reduce the losses incurred.

Synectics’ Solution — AFPS

ATM Fraud Prevention System (SafeGuard-AFPS) is built on top of the proven and successful Fraud
Detection Engine of SafeGuard and is highly focused on the detection/prevention of ATM related fraud.
Its effectiveness increases exponentially in relation with the volume of transaction data that can be fed
to the system (any type of card transaction — ATM, POS, E-Commerce etc) thus it is an ideal solution
for Processors that acquire ATM and POS networks on behalf of more than one bank.

AFPS is a Near Real Time Transaction Monitoring system, able to detect Fraud Patterns and generate
descriptive alerts within seconds of the completion of a transaction. Generated alerts directly describe
the identified fraud pattern providing Fraud Analysts the means to comprehend the type of attack and
act accordingly to mitigate the risk and contain losses. The result of each fraud check is not just a plain
anonymous risk score. AFPS does not leave the burden of identifying the pattern on the shoulders of
Fraud Analysts but rather educates and directs them towards the comprehension of the ongoing fraud
attempt.

With a mature, flexible and highly configurable Fraud Detection Engine, AFPS uses rules to profile
cards, merchants and ATMs. Rules are highly parameterised thus allowing Fraud Analysts to fine tune
them and adjust them to the ever changing Fraud environment the organisation operates in. More
importantly, rules can be activated/deactivated and re-prioritised through an easy to use and intuitive
user interface thus allowing the Organisation to focus and shield against seasonal fraud and emerging
fraud patterns.

Optionally, AFPS can integrate with SafeGuard-DIAP (Dynamic Intervention in the Authorisation
Process) and acquire the capability to pre-emptively decline high-risk transactions. This real-time tool
performs fraud checks on every transaction before this is routed to the regular authorising system thus
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allowing the prevention of fraud losses before the withdrawal or transfer of_-f:t"m' Is. H
card and ATM profiles created by AFPS, along with their full transaction history, D

small amounts. At the same time AFPS will raise suitable alerts to notify Fraud Analysts about cards
that prowl ATMs or ATMs with suspicious transaction activity. ;

How does it work?

SafeGuard AFPS typically interfaces with a Transaction Switch from which it receives a-eop ,
Authorisation Response sent to merchants or ATMs. SafeGuard DIAP actually partieipat€s
Authorisation Process thus it receives a copy of the Authorisation Request and responds with a

Assessment in real time. ’

Figure 1 illustrates in more detail the resulting Authorisation message flow after the integration of AFPS
and DIAP with the Transaction Switch.

Figure 1
ATM
\ Initial Authorisation Process Switch
(BAU = Business As Usual) Awthorisation Moduls
Final
Authorisation (3 ;
R Switch
esponse Faud Check Related Functionality
Stare and Farward ;SV”':WU"‘““‘E ®
Interface nterface

; TCP/IP Socket

Authorisation Fraud

SGOLM
(~299 Chars)
Authorisation Fraud

Check Response ® Check Request
SGDIAP @ SGOLM
(~20 Chars)

(~299 Chars)

L Loader
SafeGuard SafeGuard SafeGuard Dynamic Intervention in
Online AFPS DIAP Authorisation Process

Rules Rules Rules (DIAR)

\ / -
Audit Log Orgge Audit Log

Who can use AFPS?

SafeGuard AFPS is most effective in environments that process transactions or have access to
transaction data coming from more than one ATM or POS networks thus it can deploy its full potential
when used by a Transaction Processor or a consortium of Banks.

Having access to more transactions data, AFPS can identify ongoing fraud incidents much faster and it
can give to Fraud Analysts more effective means to mitigate the risk. Once two or more Card numbers
are identified as compromised, AFPS can use the cards’ transaction history to locate the Common
Compromise Point (CCP).

CCP is the ATM, POS device or merchant where the compromised cards where most likely ski
or from where their details where stolen. Having in hand this information, Fraud analysts can id
the cards that performed a transaction during an identified high-risk period at the C
appropriate actions such as adding these cards under probation (Hot card lists) or
altogether. In order to able to locate the CCP, it must belong in the network for ATM
monitored by AFPS.



AFPS for Transaction Processors
Figure 2 illustrates a typical setup of an AFPS and a DIAP installation af_'- e environment of a
Transaction Processor acquiring ATMs for various institutions. This setup can involve an arbitrary - *
number of transaction switches that can communicate with SafeGuard AFPS either di
a central Transaction Switch. :
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AFPS for Consortiums of Banks

Figure 3 illustrates a typical setup of an AFPS and a DIAP installation in the case of a consortium of
Banks that collaborate to jointly protect their ATM Network by feeding transaction data to a shared
SafeGuard-AFPS installation.
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It is important to note that such setup does not involve the disclosure of sensitive data b
Banks . This configuration increases exponentially the effectiveness of the Anti-Fraud syst
serves as a shared Early Warning system for the collaboration of Fraud Analysts from
Organisations.

Each Organisation must have its own group of Fraud Analysts that are able
against transactions performed either by a card issued by their Bank or
Bank. If a Bank locates a set of skimmed cards and a CCP, it can us
Bulletin to a collaborating Bank for it to take the appropriate remedial
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